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iICARE Vulnerability Assessment

1 Userfriendly GUI portalfor
dashboard and report viewing
1 Certified technical support team

1 Costeffective SaaS delivery model
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Overview

The Vulnerability Assessment (VA) service provides organizations with the
ability to identify and mitigate security gaps associated with theirlT assets,

thereby enhancing their overall security posture. Our certified professionals
use methodology and tools which help them analyze identified vulnerabilities

and prioritize mitigation measures based on their severity and business impact.

The Basiand Advanced VA services are described in the table below.

SERVICE DESCRIPTION Basic Advanced
External Vulnerability scan Vv v
Internal Vulnerability Scan v vV
Customized alerts based on identified hosts vV
Web-based GUI portal access v
Executive Dashboard vV
Standards reports v vV
Run On-Demands Scans v
Trending to show performance over time Vv
General Security Newsletter v Vv
Why VA?

Organizations are currently facing the challenge of protecting themselves from
ever-increasing information security risks and evechallenging compliance
requirements. Ecommerce websites, B2B portals, and other web applications
exposed to the Internet are attackers’ primary targets. Similarly, internal IT
assets are to be protected from data leakage and malicious attacks by the
trusted user. Therefore, Management must have clear understanding of the risk

and its exposure in order to protect their organization from various attacks.
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VA is required for the following reasons:
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To protect an organization’s informationfrom various attacks

To identify risks, their exposure, and possible damage

To get the appropriate mitigating measures and remediation solutions

To meet the compliance requirements ke SOX, HIPPA, FISMA, GLBA and
PCI

To provide Audit-Ready Reporting mappel to compliance standards and
evaluate detailed violations by policy

How VA Works?

The VA delivery model is based on SaaS, and is performed externally to scan

perimeter devices and internally to scan devices in the internal network.

Internal VA Service

1. The Internal VA Scan is initiated from VM Center.

2. Data collected from the internal VA appliance is received via the internet

3.

and analyzed.

The vulnerability scan report is send to the customer securely.

The process for Internal Vulnerability Assessment 8dce is illustrated below

Vulnerability Management Center Client Internal Network

[ .
Security Specialist VA Scan i - Domain Controller ]
/ e l <

VULNERABILITY REPORTS ® Email Server rd Il and Print Server,
Application Server i ’
Firewall « « t VA Appliance N
Switches/Routers A~ AN
Mail Server Internet Firewall 7 Application Server

Web Server \ q -
=
" switches ! i

Router Database Server

®

|
Encrypted Data @ Encrypted Data

External VA Service

1. The External VA Scan is initiated from VM Center.

Data collected from the external scan is received via the internet and
analyzed.

The vulnerability scan report is send to the customer securely
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The process for External VulnerabilitAssessment Service is illustrated below
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Key Features

1 Complete Remediation procedures to mitigate identified vulnerabilities
{1 Vulnerability mapping based on CVE ratings
{1 Customized Dashboards based on
f Vulnerability trends by scans
f Vulnerability trends by risk
f Charts based on top vulnerabilities
1 Discover and Group Assets
1 Track asset ownership, pinpoint rogue devices, and view detailed asset
discovery and profile reporting
1 Track exceptions and view risk metrics
1 Best Practices (ITIL, OSSTMM, and ISO 270@Usty standard)

Contact Information

SecurView, Inc.

200 Metroplex Drive,
4th Floor, Suite 410,
Edison,

New Jersey—08817

Tel:1-732-393-7700
Fax:1-732-393-6125
E-mail: sales@securview.com

Website: http://www.securview.com
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