Managed Identity Services Engine (ISE)

PARTNER BENEFITS

®  Fast Track to Managed Services

= Immediate revenue stream without
up-front investment
No need to hire and train ISE
engineers
Comprehensive reports for partners
& customers
Strengthen customer relationships

Maintain brand presence with a

white label portal

On-demand service

Flexible service hours

Contact Information:
SecurView, Inc.

200 Metroplex Drive, 3rd Floor,
Edison,NJ 08817

Tel: 1-732-393-7700
Fax:1-732-393-6190

E-mail: ise_services@securview.com

Website: http://www.securview.com
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ISE OVERVIEW

The Cisco Identity Services Engine (ISE) is a platform that combines authentication, authorization,
posture, profiling and guest management services in a single unified appliance. It has a single
management console for configuring and administering services, enabling consistent and

simplified administration.

The system permits the enforcement of a number of different policies depending on device type,
user and role. Endpoints that are out of compliance can be directed to remediation servers for

the delivery of patches and other updates.

DELIVERY OVERVIEW

The SecurView delivery platform, CASPER, integrates with ISE providing a mechanism for
performing administrative tasks with multi tenant facility. CASPER also performs security data
collection, normalization and categorization of collected data. CASPER analyses the collected data
providing visibility to customers on various performance metrics of critical events, also helping

to manage security across the enterprise and meet various regulatory/compliance needs.

Security Operation Center personnel monitor and manage ISE remotely using CASPER.
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KEY FEATURES

The following are key features of SecurView's Managed ISE service:

®  Monitor critical events and threats on a 24x7x365 basis

m  Monitor quarantined users and computers

®  Profiling of computer assets to meet compliance requirements
= Timely policy updates

®  Comprehensive reports

o System status & availability

CUSTOMER BENEFITS o Accounting

®m  Protect the network from o Authentication passed/failed
unauthorized access o Endpoint profile reports
Enforce group policies to control o Client provisioning reports
user network access o Guest activity reports
Policy based reports o Guest sponsor analysis
Enhance security posture o Posture trend analysis
Policy-based compliance reports = Prevent the connection of unauthorized devices to the network
User-friendly GUI portal ®  Protect the organization's infrastructure from unauthorized access
24x7x365 monitoring ®  Reduce the time taken to identify an incident and notify the client
Certified Security Analyst support ®  Detailed incident management reports for the effective management of
Efficient incident handling your organization's security
Cost-effective delivery model ®  Global monitoring support
Extension of customer's helpdesk ®  Secure and reliable communication between ISE and the SecurView
Flexible service hours Datacenter

Sustenance of ISE infrastructure
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